
We support  the introduct ion of  a Digi ta l  Duty of  Care.  The shi f t  f rom indiv idual
responsibi l i ty  to system responsibi l i ty  is  necessary and overdue. Too of ten,  onl ine safety
frameworks place the burden on the person exper iencing harm to ident i fy i t ,  report  i t  and
navigate complaints processes af ter  i t  has occurred. This mirrors a wider problem in
Austral ia ’s response to gender-based violence, where vict im-survivors are expected to
make harm vis ib le and carry the response through systems that have not been designed
around their  safety.  A Digi ta l  Duty of  Care provides an important opportuni ty to change
that approach by placing responsibi l i ty  on onl ine services to prevent and meaningful ly
respond to foreseeable harm.

However,  gender-based violence remains a glaring omission from the exposure draft .
The Bi l l  does not expressly recognise gender-based violence, including technology-
faci l i tated gender-based violence, as a systemic r isk that  providers must address.   We,
the undersigned, cal l  for  the fol lowing inclusions to Digi ta l  Duty of  Care:
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1. Gender-based violence must be expl ic i t
2. Br ing image-based abuse ful ly wi th in the reforms
3. Acknowledgment that  onl ine harm and misogyny do not end at  18 
4. Recognise protected character ist ics and cumulat ive harm
5. Introduce a pr ivate r ight  to act ion

We support the Digital  Duty of Care and want i t  to succeed. Embedding these
protections would ensure the reform delivers on the Government’s public
commitment to address gendered online harm and places responsibil i ty on the
services best posit ioned to prevent i t .

THE DIGITAL DUTY OF CARE MUST
ADDRESS GENDER-BASED VIOLENCE



OPEN LETTER 
As the Government develops the Second Act ion Plan under the Nat ional  Plan to End
Violence against  Women and Chi ldren 2022–2032, leaving gender-based violence out of
the Digi ta l  Duty of  Care would be a monumental ,  missed opportuni ty to t ranslate i ts
nat ional  commitments into the systems that are increasingly shaping vict im-survivors’
safety.  Special ist  services see how deeply technology is now embedded in domest ic,
fami ly and sexual  v io lence and how onl ine services can enable perpetrators to extend
violence. 

We make the fol lowing recommendat ions for inclusion in the Digi ta l  Duty of  Care.  

1. Gender-based violence must be explicit
The Bi l l  recognises some manifestat ions of  gender-based violence, including mater ia l
encouraging sexual  v io lence, expl ic i t  threats of  physical  v io lence and conduct intended to
cause ser ious harm through menacing or harassment.  I t  a lso recognises host i l i ty  towards
women or gender equal i ty as harmful  to chi ldren. These inclusions are welcome, but they
do not amount to a comprehensive response. Gender-based violence is not named as the
overarching harm, whi le technology-faci l i tated abuse and coercive control  are lef t  to be
interpreted through general  concepts such as harassment or menacing. This omission
r isks f ragment ing a broader pattern of  v io lence into indiv idual  incidents and obscur ing the
gendered context  in which the harm occurs.  Gender-based violence must therefore be
named and def ined within the Bi l l .  Sexual  v io lence should remain expressly recognised as
one form of gender-based violence, alongside technology-faci l i tated abuse and other
forms of  gender-based violence and control .

But recogni t ion wi thin the def in i t ion of  harmful  mater ia l  and conduct is only one part  of
the reform required. Adding gender-based violence to c lause 25C would ident i fy the harm,
but would not necessar i ly  require providers to examine how their  services produce or
ampl i fy i t .  Clause 26A is the provis ion that shapes provider behaviour.  I t  requires
providers to assess reasonably foreseeable r isks ar is ing f rom content,  design features
and other systems or processes. Yet i t  does not expressly require them to assess gender-
based violence or technology-faci l i tated abuse as systemic r isks.  A provider could
therefore complete a r isk assessment wi thout examining gendered harm or consider ing
how i ts systems disproport ionately af fect  women. This is part icular ly important because
technology-faci l i tated abuse is of ten perpetrated through ordinary funct ional i ty that  is not
inherent ly harmful .  Perpetrators use locat ion shar ing,  account access and communicat ion
features to monitor or control  v ict im-survivors.  Harm may ar ise through repeated conduct
or the combined use of  d i f ferent features over t ime. Conduct that  appears innocuous in
isolat ion may form part  of  a wider pattern of  coercive control .

The Bi l l  must name gender-based violence as a harm. I t  must also require providers to
treat gender-based violence as a quest ion of  p lat form governance by assessing how their
systems can enable that  harm. 

Recommendation:  Def ine gender-based violence and technology-faci l i tated abuse and
recognise gender-based violence as an overarching category of  harm. Amend the r isk-
assessment provis ions to require providers to ident i fy,  assess and mit igate gender-based
violence as a foreseeable systemic r isk,  including by assessing how ordinary service
funct ional i ty may be used to harm another person.
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2. Bring image-based abuse ful ly within the reforms
Image-based abuse is not expressly recognised within the Digi ta l  Duty of  Care,  and the
new pathway for responding to reposted or al tered mater ia l  is  not  extended to the
int imate image scheme. Non-consensual  int imate images, including synthet ic or
technological ly al tered images, threats to distr ibute int imate mater ia l  and sexual  extort ion
are commonly used to control  or  punish v ict im-survivors and may form part  of  a wider
pattern of  domest ic and fami ly v io lence. Providers should be required to prevent and
mit igate the systemic r isks that  enable th is abuse. Vict im-survivors should also not have
to restart  the report ing process each t ime an image is copied, al tered or redistr ibuted.

Recommendation:  Amend the Bi l l  to br ing image-based abuse ful ly wi th in the Digi ta l
Duty of  Care and close the remaining gaps af fect ing reposted, al tered and synthet ic
int imate images.

3. Online harm and misogyny do not end at 18 
The exposure draf t  creates two standards of  onl ine safety.  Adul ts are protected only f rom
mater ia l  and conduct meet ing the threshold of  being ser iously harmful .  Chi ldren receive
broader protect ion f rom mater ia l  promot ing disordered eat ing,  host i l i ty  towards women or
gender equal i ty,  abuse, harassment and bul ly ing.  Chi ldren are also protected from harms
associated with service design. These broader protect ions do not apply to adul ts.
 Chi ldren require strong and age-appropr iate protect ions,  but misogynist ic mater ia l  does
not become harmless when a person turns 18. Nor are i ts impacts conf ined to the person
consuming i t .  Women exper ience the consequences through abuse and the normal isat ion
of at t i tudes that support  v io lence against  women. This dist inct ion is part icular ly di f f icul t
to just i fy given the Government ’s publ ic emphasis on the manosphere in making the case
for the reform. The Bi l l  a l ready accepts that  mater ia l  promot ing host i l i ty  towards women
or gender equal i ty can cause harm but conf ines that recogni t ion to chi ldren.

Recommendation:  Establ ish a meaningful  basel ine of  onl ine safety for  everyone in
Austral ia by extending protect ion f rom misogynist ic mater ia l  and harmful  service design
to adul ts,  whi le retaining addi t ional  and age-appropr iate protect ions for chi ldren.

4. Recognise protected characteristics and
cumulative harm
The Bi l l  does not consistent ly recognise ser ious harm directed at  people because of  who
they are.  This leaves l imi ted express protect ion for  First  Nat ions people,  o lder people,
mult icul tural  and mult i fa i th communit ies,  LGBTIQA+ people and people wi th disabi l i ty ,
despi te their  d isproport ionate exposure to onl ine abuse. Women may also be targeted
through the interact ion of  gender wi th race, rel ig ion,  disabi l i ty  or  sexual i ty,  producing
harms that cannot be understood by consider ing each character ist ic separately.  For
example,  o lder women may exper ience technology-faci l i tated abuse at  the intersect ion of
ageism and misogyny, including monitor ing and control  by partners,  adul t  chi ldren or
carers through access to their  devices and accounts,  somet imes under the guise of
providing assistance.
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The Bi l l  a lso r isks assessing abuse on an incident-by- incident basis.  Conduct that
appears less ser ious in isolat ion can become threatening or dehumanising when i t  is
persistent,  coordinated or spread across mult ip le accounts and services.  The Statutory
Review ident i f ied both at tacks based on protected character ist ics and the cumulat ive
harm ar is ing f rom the volume and persistence of  onl ine abuse as gaps requir ing reform. 

Recommendation:  Amend the Bi l l  to expressly recognise mater ia l  or  conduct that
promotes host i l i ty  towards people based on one or more protected character ist ics.
Require providers to assess persistent and cumulat ive harm across mult ip le i tems of
mater ia l ,  accounts or services,  rather than consider ing each incident or protected
character ist ic in isolat ion.

5. Introduce a private r ight to action
No regulator can invest igate every breach or take act ion in every case. eSafety
understandably directs i ts l imi ted resources towards matters involv ing the highest levels
of  r isk and harm. This means many vict im-survivors may never obtain a remedy where an
onl ine service fa i ls to uphold i ts duty,  and they are harmed as a resul t .  Vict im-survivors
should not be ent i re ly dependent on the regulator ’s capaci ty or enforcement pr ior i t ies to
obtain accountabi l i ty .  A direct  r ight  of  act ion would al low a person harmed by a provider ’s
breach to seek compensat ion or an in junct ion,  whi le preserving eSafety ’s role in
addressing ser ious and systemic non-compl iance.

Recommendation:  Create a statutory r ight  of  act ion al lowing a person/s harmed by a
provider ’s breach of  the Digi ta l  Duty of  Care to seek damages. 

We support the Digital  Duty of Care and want i t  to succeed. Embedding these
protections would ensure the reform delivers on the Government’s public
commitment to address gendered online harm and places responsibil i ty on
the services best posit ioned to prevent i t .
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